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1 Introduction

This document will detail the integration of the Axis A1001 Access Control (A1001) device, with CathexisVision's
software. Functionally this integration will entail the triggering of standard CathexisVision Events, based on the
triggers from the A1001 device.

Requirements

e (CathexisVision 2016 Service Pack 1 and later.
e Windows 7 - 64bit and later, Windows Server 2008 R2 and later.

1. If you need information regarding the regular operation of an A1001 device, please consult the relevant
A1001 documentation.

2. When using a serial port connection CathexisVision is unable to detect the A1001 device if the
Controller or Communications channel has lost connection.

a. License requirements

The Cathexis A1001 integration license requirements are as follows:

License License Description
Name

CACC-2000 Device license.

CACC-1001 Single door license.

CACC-1008 8 door license.

CACC-3000 Bundle with device license and unlimited doors

b. Integration Components

All CathexisVision integrations have two component levels: Device and Object.

Device The device is CathexisVision software’s interface, which handles all the interaction between
CathexisVision and the integrated hardware. When you add an integration to the CathexisVision
system, you add a device. The messages received from the device are called Device Events.

Objects Obijects are the individual pieces of hardware that comprise the integration. You may have multiple
"object types" under the objects group. For example, the main controller and door nodes, of an
access control system, are both objects. They are different types of objects.

A1001 Integration Features

The A1001 access control system consists of Axis network door controllers and connected equipment such as
doors and readers. The CathexisVision driver monitors door and reader events and properties.

005-20160608-94 Rev 1.1 June 8, 2016 Page 2



2 Device Addition and Confi

a. Introduction

uration

This section will detail the procedure for setting up the two systems to effectively communicate with each other.

b. CathexisVision Specific A1001 Setup (Set up the A1001 device)

There are no specific A1001 steps required to get the A1001 integration functioning.

c. Devices Section (Add a New Device in CathexisVision)

Integrations are added on a server-by-server basis. They are managed in the Integration Devices panel, under
the Setup Tab of the servers to which they are added. To get to the Integration Panel follow this path:

The Integrations Panel

Site Tools Settings Help

==
w3} Open tab 4 & Cameras

ﬁg Close site's tabs g Databases

7 Change login...

e

VirtualNVR - Integration devices %
Devices
Name Driver o3| | New device
DsC DSC IT100 alarm panel ; .
Moduteq Demo Moduteq C perimeter m... S
Stinger Dema Stinger Delete device
WEX D WEX Weighbrid
emo eighbridge —
Configuration of 'DSC'
Object configuration CObject properties Device eve ¥ | ¥
Object type | # All objects -
" Type D Mame @
@ Communication channel _ default_  Default
< >
Mew Edit Delete litem
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ce — | & B Office Server - Windows (MASTER) ” @] Integration devices

You will notice two sections in the Integration Panel:

The Devices list will list the integration devices that
are attached to your server.

The Configuration section enables you to

edit/review, the device which you have selected in
the Devices section.
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e Device Addition

1. Once inthe Integration Panel, click on ., in the Devices section. This will open the

addition dialogue.
2. Select Axis AC driver from the list.

I
| [&] Edit Asxis ATD...

: Edit Axis A1001 Integration
Edit Axis 41001 Integration settings

O

Name | Axis A1001 Integration | '

Settings

User Mame | root |

Password |-||| |

URL |http://127.0.0.1 |

d. Configuration Section (Tabs)

Give your device a descriptive name.

Tills are added to the device one at a time. To do this click
on New to add a new channel. Give the channel a name,
and enter in the IP address and port number.

7 )

=
|| Mew channel

New channel

Edit channel settings

MName Channel 01

IP address  192.168.33.5

Port &000

oK LJ@[ Cancel

4

The configuration section is divided up into a number of tabs. These tabs are: Object configuration, Object

properties, Device events, Groups, and General.

Object Configuration Tab

Configuration of 'Axis Access Control’

Object configuration | Object properties I Device events Groups

General

The object configuration tab is the

Object type [ # | All objects

7

tab where you may view all the
individual objects that comprise the

Type ID

#| Reader Axis-acccBe 19d42a: 1440747451, 998070000
#| Reader Axis-acccle 11}425: 1440747452, 260464000
@ Communication channel __default__

|w Door Axis-acccBel4d42a: 1440747451.910310000

e Object Configuration Buttons

=]

=
=

Delete

005-20160608-94 Rev 1.1
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integration. The A1001 device has
Reader and Door object types.

Mame Cameras
Reader Entrance

Reader Exit

Default

Door

You may add a new object by clicking on New.
Will open up an existing object for edition.

Is used to delete an existing object from the CathexisVision configuration.
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e Object Configuration Right-click Options

! " - F New will open up the dialogue to add a new object.
Ik ' Disable/Enable allows you to manually enable/disable individual objects.

Disable Prioritise license will give a specific A1001 door license preference, in case there are

Prioritise ficense more tills than licenses.

Delete will permanently remove this object from the list.

Delete Properties will open up the object properties. You may edit the object from here.

(Specifically you will be able to assign cameras to this object, as well as define user

Properties

access levels for it.)

Properties: Cameras

Adding a camera to an object will mean

= . .
% | Edit object -'? : .
= . that, whenever there is an event on that
Edit object @ bi h di ¢ h
Edit object settings R object, the recording from that camera

will be related to the time and date of
Mame Reader Entrance the object event, in the Integration
database. To add a camera, click on
“Add Camera.

Cameras Access

Camera 1 [ PH AxisAcCamera -

To delete a camera click on =

IE]]

Note: While you can add multiple
cameras here, only the first camera
added with the object will be linked in
the integration database.

[ OK H Cancel ]

Note: If you do not have continuous recording set up, on associated cameras, you will run the risk of device
objects triggering while the cameras are not recording. To only record cameras, when an object triggers, you
will need to set up Events that trigger a recording, when one of these objects is activated.

Properties: Access

Cameras | Access | Access allows you to protect

= sensitive objects, by only allowing
|| Use the default access rights for "WeighBridge' objects |Configure default access‘

certain user levels access to them.

I; R = -] 4 = -] 2
View Le 1 L Le 3

Under View you will be able to set
the access levels.

|
|

Note: If you have Use default access rights checked, you must make sure that those default rights have been
correctly defined. Click on Configure default access to do this.
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Objects Properties Tab

Configuration of "Axis Ac A1001"

Object configuration

COhject properties

Object type | [HL|Door -

Mame

Door

|| Door
# Reader
i Communication channel

Device events

Groups

General

hor Mode

e Right Click Options

Object type | |Jil|Door -

Marne

Description Do

#
Access Door

Block Door
Double Lock Door
Lock Down Door
Lock Open Door

Unlock Door

Device Events Tab

Configuration of "Axis Access Control'

Dioor Physical State

bcked and Blocked  Closed

| Cbject configuration | Object properties | Device events

[ All events

d

Groups I General

Event type
Reader Event
Door Event
Reader Event

Door Event

005-20160608-

2015—09—0209:53:40.&
2015-09-02 09:53:39.592
2015-09-02 09:53:31. 772
2015-09-02 09:53:31.342
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Reader Entrance

Doaor

Reader Entrance

Doar
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The Object properties tab
allows you to view the
objects, sorted by type. In
the case of the A1001
device you will have the
options of viewing by
Reader, and Door.

Depending on the current state of the door you will get different
right-click options. You may Access, Block, Double Lock, Lock Down,
Lock Open, and Unlock Doors.

This will list all events
sent from this device. It is
an excellent way for
installers to see that the
integration is functioning,
and to monitor the
events happening on site.
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Groups Tab

Configuration of "Axis Ac A1001"

Object configuration Object properties Device events Groups General

You can create groups
of the same type of

Group | |[|A1001 Door Group gﬂ e object.

Available objects 0Objects in 'A1001 Door Group' group EE This is very useful
Name Name when setting up Events,
Door because events can be

= triggered by an object
& group. (E.G.agroup
will trigger, if any of the
devices in that group is
triggered.)
e (reate a Group
= To create/edit an A1001 lickon 1/ L4 (Note: 0
% Createa new .. n % o create/edit an group click on . (Note: Once a
group has been created, you may not edit the object type of the
Create a new object group .
. |% group.)
Configure the new object group o Yok

Group name |.-5.xis AC Door Group| |

Object type | || Door -

Configuration of "Axis Ac A1001'

Give the group a descriptive Group name.

Click on the drop-down menu to select the Object type that you
would like to group.

You will then see a list of Available

Object configuration Object properties Device events Groups General

Group | [l/A1001Doer Group v | 7 [ [

Objects. To add/remove these objects to
the group select them (you may select

Available objects Objects in 'A1001 Door Group' group mU|tip|e ata time)r and C“Ck on ED)/ <j:|

Mame MName
Door

>
@

General tab

Configuration of 'Ziton Fire Panel'

Currently the general tab deals

| Object configuration | Object properties | Device events | Groups | General l with the Integration database.

Here you will be able to select

Integration database | — select integration database | %:}

an existing database, or you will

[g Configure integration databases

005-20160608-94 Rev 1.1

be able to configure a new
database for your integration.
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Important Note: Each integrated device needs to be attached to an Integration database. Without setting
up/adding a database here your integration will not function properly within the CathexisVision system.

e Configure a new database

[g Configure integration databases If there is no database created yet, clicking on this button will take you to
the integration database setup.

Initialise the Integration Database

E Integration database setup -

The first time you add an integration database you will have
to initialise this feature on the unit. This will add a broad

23 Virtual 5043a

’ Initialise integration database ]

Connected to unit Virtual 5043a

| database, within which you will be adding all of your
integrated device’s databases.

Select the unit you wish to add the database to, from the list
Initizlise integration database ]

on the left, and click . You will have

to choose which partition the database will be formed on,
and select how much space it will take up.

Partition CACN u

Total space available 8134 MB

Disk space allocated to integration database | 1000MB =

Add a New Device Database

After initialisation, you will be able to add the database for the integration that you are working with. Click on

MNew

the button, at the bottom of the Create database window.
Give your Integration database a descriptive
: 7
(%] Create database ) X Database Name. e.g. Axis A1001 Integration

Database name |.-5.xis ac|

| database.

Size (Max: 300 MB) | 100 MB

4k

Allocate a Size to your new device database.

Driver Axis AC (1.0.0)

Choose the device Driver that your device will
be using, And click on OK to create the

Cancel database.

005-20160608-94 Rev 1.1
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e Select the A1001 Integration Database

Integration database | — select integration database —-| EE:}

& Integration database O >
Integration database = Once a database has been\ created the user may
—— [ selectit by clicking on the © icon, and selecting it in

Select integration database
the dialogue that appears. Only databases which

relate to the device you are adding should appear.

Integration database | Axis AC
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a. Introduction

The database tab will allow you to navigate the databased entries, for each individual database. In the database
tab each database is presented as a table. It has built in filters, and the ability to navigate by timestamp. If a
database entry has an associated recording you will also be able to launch this recording, from within the
database tab.

View [AJI Events v] sorted by ['nrne v] Most integrations will have a different
database presentation, and unique
Time Device Type | Device Mame Description | Area | | filters, due to the different parameters
2015-03-0203:56:21 Doar Doar sent to CathexisVision by the integrated
2015-09-02 09:56:22 FReader Reader Entrance device.
2015-09-02 09:56:29 Door Doar
2015-09-02 09:56:29 Reader Reader Entrance The A1001 database is information rich.
2015-09-02 09:56:30 Reader Reader Entrance This is an example of some of the

information that is included.

b. Navigate to the Database

Site Tools Settings Help 0 You may view the information stored in the Integration

ﬁ% Close site's tabs g

database, by following the path you see to the left.
i

This will take you to the Database Tab.

From 2016.2 onwards, when the database tab opens you will have to select the

% CATPC

relevant integration database from the database panel that opens on the left
hand side. The databases are ordered under the NVRs that they are attached to.
To open and close this list click on the arrow in the centre of the list:

% Recording and

Risco

==
B Pro-watch md
-

i..&__TCAT_p,; (MASTER) Pre 2016.2 databases will have a permanently

- EBArch POS IntDB visible tree of databases:

L-%Cnnt

Texecom 168

c. Database Interface

'u'i@.ﬁ.ll - surted@'ﬁme - @ — Mo EasySearch - GY
—_

-

Goto Tme  2015/02/04 (=] oninszem [2

Connected to unit CAT-PC @
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@ View

You may change the way that your database is presented. Some integration databases
have multiple view options. The A1001 database has All Events, Door Events and Reader
Events options.

®Sorted By You may sort the Events based on the following parameters: Time, Event Token, Device
Token, Type, Name Description, Topic, Reason/Action, Alarm, Area, Location, User
Name and Card.
®Easy Search The easy search option allows you to quickly search the database within one of the
following options: Time, Event Token, Device Token, Type, Name Description, Topic,
Reason/Action, Alarm, Area, Location, User Name and Card.
@ Filter? Filter offers a more advanced manner of sorting information in the Integration Database
table.
Once you have the filters dialogue open you will have the following options:
1. To enable filters check this box; ¥/ Enablefiters
2. To add a new filter click on %
The filter icon I will change to & when filters are active.
3. To delete an added filter click on %
The options in this integration are Time, Device Type, Device Name, Description, Topic,
Reason/Action, Alarm, Area, Location, User Name, and Card.
Note:
1. You may run multiple filters simultaneously. And you may even filter using the
same parameter more than once.
2. To change a filter click on the blue hyperlinked text. (For example, click on
Jimestamd to change the filter from Timestamp, to any of the other available
options.)
@ Go to Time This will allow you to go to a specific point in time, down to the second. To navigate to a

timestamp set the time using the time and date boxes, and then click on the > icon.
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Viewing an Entry’s Associated Recording

This integration uses the new video option where the video player is embedded in the database view. This
player uses the same timeline features as the CathexisVision cameras tab.

To view an associated recording, simply left-click on a database entry which has the 'é‘icon in the Links
column. Then click play in the video player.

e Viewedin 2016.2

Vew AlEvents v |sortedby | Tme hd ~MoBesySearch— v )
[7me Tansacton # | T | T@Name |Event | User Code | UserName | Tender Type | Grand Total | Tender Amount | Chance | Unks [~ 1690119 14:22:20
|0160119 142215 HATISOAHL B1  tanwacion OSUPPORT  Cash 000 0®  oom

{0150119 142220 1647157905 011 011 wransaction OSUPPORT  Cash 19,28 15200 2758

"1

Lee 1D pro
i
— T
- n 3 o019 W20 2onmpnssn
v, 76 Tued A A A
® LanJL&JIEEImeIO“"‘ b (R v 14722718+
Y E IR FIEIEDRRER HIE
GowTme (1620 [Efozieszm 5] wp
Connected to unit Default name
A, sdmin (Administrator) () CathexisVision Pro  Supplied by Cathexis internal B
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Viewed in 2016.1 and Before

e

09757750+

2Sep ¥V

Gl &

= o=
Time 2015-09-02 09:57:52
Axis-2857430368000797
Event Token 560:8115
Axis-

Device Token accc8e14d42a:1440747
451.998070000

Device Type Reader

Device Name  Reader Entrance

Description

Topic Access not taken

Reason / Action

Alarm 1

Area

Location

User Name Lambert, Adam

Card

Camera 5

005-20160608-94 Rev 1.1
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a. Introduction

A CathexisVision Event has a trigger, which causes an action. You may set integrated devices to act at triggers,
or as actions. This document will detail the A1001 specific aspects of Events. There is a comprehensive guide to
CathexisVision Events in the main setup manual.

Most of the data that CathexisVision receives from a device is presented in the Events interface. This is done in
order to give the user a full range of options. As a result, some of the options presented in the interface may be
impractical for being used as an event trigger, or action.

Event Window

Events in CathexisVision are setup via the Event Window. This has 4 tabs. In the General Tab an event is given a
name, description, schedule and priority. In the Triggers Tab the trigger/s for the event is defined. In the Actions
Tab the action/s which the event takes is defined. In the Resources Tab the various site resources which can be
used as part of an event are defined.

& Door Event O ot
Edit Event 2 T4

Door Event ../

General Triggers Actions Resources

Use sizndand fniggers to trigger the event

Start achions when

e
Description  Schedule ’%}j Mew
Edit
Delete
Mo items

Stop actions affer []orwhen & —select input - goes high

On re-trigger sfoo and restart active event

[] only trigger event when = — selact input — &= high

Cancel
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b. Creating an Event

To create an event using the A1001 device, enter the Events management area:

Servers =

‘ | =i Office Server - Windows (MASTER) |- 47 Everts

Site Tools Settings Help

(==}
"-OE Cameras

ﬁ‘é Close site's tabs g Freless

l@ Change login... %@m

Once in Events management click on . This will open up the New Event window.

e While/When and Any/All

When triggering on an object you will have the option to trigger while/when a trigger is active. You will also be
able to select multiple triggers, and define whether all/any of the triggers need to be active to start an event.

Use zxisacsifdi to trigger the event As usual, to change these settings click on the related,
Trigger using v door blue, hyperlinks.

Start achions when any of the folowing device events oomr

c. Triggers

A trigger is the user defined input that tells the event to start. The trigger causes the subsequent action (which
the user will also define).

Set your device as the trigger

Use zxisaca1001 to trigger the event  |f you are creating a new event, the trigger type will default to:

T”gg_ standard triggers ) Use standardfiagers 1o define which device you want to trigger the event,

Slari trigger template "2 click on the hyperlink after “use”. To set it as the A1001 device, click on

Des texecom panel the hyperlink, and select the relevant device name from the dropdown
menu.

awis ac ali0l

Trigger Types (Trigger Using)

Use awi acai001 to trigger the event It is useful to think of this as a master trigger
Trigger using a0y door type

=izriacions, |[| - any door . Any door/reader will trigger when any of these

Description | any reader objects sends the selected trigger.

|E doors in group 'A1001 Door Group' Object in group... If you have set up a group it will
- appear here in this list.

|  specific door ’ Communication channels will trigger only on the
# | specific reader ¢ Communication channels.

I iR i Specific door/reader will trigger on an event

from the specific object selected.
any device event Any device event will trigger on any event that

occurs on the device. Within the “any device
event” setup you may set “device event rules”
which will constrain which device events will
trigger the event.
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Note for group triggers: If you want this event to be databased under the name of a specific object, and not the
name of the triggering group, you will need to modify the Description field in the General tab of the Event setup.

Click on the @ to see a list of available descriptions. Here is an A1001 example:

.".I'\

L

Description | gmsg_till

Define Your Trigger

After selecting a master trigger type, you will need to add a trigger to the event. Click on [ tew ] in the Triggers
tab. This will bring up the dialogue box you see below, for the various trigger types:

For example within the

= - .
1 [&] New device event trigger O ot sy device event option you may
| New device event trigger 5 2 choose what type of device Event
Configure settings 7 will be your trigger. Choose an
event type from the drop down
Event Door Event ~ | menu.

Schedule | [ &lways ~ )
Note: You may set multiple

The event must also match a7y of the following rules | constraints (Device Event
Triggers). If you do not define a

constraint, every single device
Edit event will trigger this event.

To add/edit/delete a Trigger (a

constraint) use the New, Edit,
and Delete buttons on the right

Description Mew
'Door Mame' equals Door

hand side.
1item
Choose if 2%, or 2 constraints
need to be fulfilled to set off a
K Cancel

trigger.

To change the constraint, click on the first hyperlink, this will bring

& New dev... O ot
up the full list of available rules.

Mew device event rule

Confi thi F: . . . .
onnigure s=rines ~ To modify the way this rule will be treated click on the second

Door Name mwnnr 9 hyperlink(% in the example) this will show you the rules options.

Cancel

Note: When all available options are known to CathexisVision you will see a drop-down menu. When these
variables are not pre-defined you will need to fill them in yourself. The information pulled through to the events
is information sent to CathexisVision from the A1001 device, see the A1001 settings for the strings needed here.
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d. Actions

New Event

Mew event

Once you have defined the triggers that are going to initiate your event,
you will need to define some Actions. With many integrations there will

| General | Triggers

be the option to control the integrated device, as one of the actions.

Actions [

CathexisVision cannot send commands to the A1001 device, as this

7
‘ | Description

New Action

integration has two-way communication.

Databases Ta% . .
</l To create a new Event Action click on [_ten ],

ma  Rernrdinn

E’ Record camera...

|# Control Texecom Panel...

#;  Control Axis Ac A1001...

. [&] Control device

: Control device

Configure command

Select Control Risco panel if you wish to control this device with the
CathexisVision event.

Control device

Device Advanced

Object to contral |Door

Command Access Door

005-20160608-94 Rev 1.1

= < Select the object to control CIiCking on the ﬁtﬁ

}%;::,\_'_, : icon will bring up a list

g = lilpoor of the A1001 objects

e which may be

controlled by this

3 event.
Click on the Command options drop-down menu, to
see all the options which CathexisVision can control
on the selected object.
Cancel
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Please remember that this appnote was designed to deal specifically with this integration. For further
information about the CathexisVision software please consult the main manual (http://cathexisvideo.com/).

For support please contact support@cat.co.za
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